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Abstract—This paper proposes a scheme for calculating
aggregate values of data owned by anonymous entities. Linear
mix-nets, an unknown unique number generator, and
anonymous tag based credentials efficiently conceal not only
identities of data owners but also linkages between data owned
by same entities. Then, the scheme enables quick introduction of
advancing information technologies to industrial applications
while ensuring confidentiality of sensitive data, e.g. a machine
maintenance company can monitor states of machines remotely
without knowing secrets of machine owners, companies can
outsource even their sensitive tasks without worrying about leaks
of their secrets. The scheme is also applicable to tasks in e-
governance systems such as tax-collections where privacies of
individuals must be preserved.

Index Terms— remote maintenance, e-governance, cloud

computing, linear mix-net, anonymous tag, anonymous credential.

[. INTRODUCTION

Let us assume a situation where a remote maintenance
company calculates the sum of data about machines at factories
of a manufacturing company. Where, the sum is calculated for
some reasons, but confidentiality of the manufacturing
company must be ensured. Therefore, the remote maintenance
company must calculate the sum without knowing owners of
individual data. Because a set of data owned by a same
company include many clues to identify the company, it must
calculate the sum without knowing linkages between data
owned by same companies either. Same situations exist also in
cloud computing and e-governance systems, e.g. a company
that carries out its tasks by using cloud computing resources
may want to conceal its sensitive data even from mangers of
the cloud computing system, and citizens in e-governance
systems may not want governments to know their total
properties or to link their individual properties.

The anonymous data collection scheme proposed in this
paper exploits linear mix-nets, an unknown unique number
generator, and anonymous tag based credentials to cope with
the above situations securely and efficiently. Namely, one of
the linear mix-nets is used to encrypt individual data owned by
anonymous entity P so that no one except P can know
correspondences between individual data and P, nevertheless
by using the unknown unique number generator an authority
(e.g. a remote maintenance company) can collect encrypted
data of P, and the other linear mix-net enables the authority to
calculate the sum of data owned by P from the collected

encrypted forms so that P can take required actions, e.g.
replace old machines with new ones or pay fees for services
provided by the maintenance company. Finally, anonymous tag
based credentials enable the authority to identify entities that
do not complete the required actions.

Where, although various mechanisms for handling
anonymous information have been developed already, they are
not efficient enough for data collection systems. For example,
it is possible to calculate sums of data without knowing their
individual values or their owners when widely used mix-nets
[2][3] and encryption schemes such as RSA or ElGamal are
combined. Namely, mix-nets conceal linkages between
encrypted and decrypted forms of data (this means the owner
of data can conceal the correspondence between itself and its
data), also RSA and ElGamal enable the authority to calculate
the sum of data from their encrypted forms (this means the
authority can calculate the sum without knowing individual
values). However, mix-nets, RSA and ElGamal are designed
to handle data represented as integers, and they are too
inefficient to process real numbers that appear in many
important applications. Different from usual mix-nets, linear
mix-nets in the proposed scheme handle real numbers totally
in the same way as integers.

About identifications of entities that do not complete
required actions (in the remainder, these entities are called
dishonest entities), zero knowledge proof (ZKP) based
anonymous credentials are widely used and they satisfactory
identify dishonest entities while preserving privacies of honest
entities. However, ZKPs are not practical, i.e. they require
numbers of challenges and responses [4][5]. Credentials based
on anonymous tags require only limited number of challenges
and responses and reduce computation volumes drastically.

Then, the proposed scheme enables highly efficient
calculation of aggregate values while maintaining
confidentialities of individual data and linkages between the
data and their owners. In the remainder, it is assumed that the
authority calculates sums of data. But slight modifications
enable also calculation of polynomial functions of data.

II. SYSTEM CONFIGURATION

Fig. 1 shows 6 parts of the proposed system, i.e. they are
member registration, distributed data storage, the 1st and the
2nd linear mix-nets, bulletin board (BB), and dishonest entity
identification parts. First of all, the member registration part
registers entity P as a member of the system, i.e. authority S



gives anonymous credential Tp(0) to P if it is eligible. At the
same time S defines a unique random number Np to give it to P,
where, Np is encrypted by multiple independent sub-authorities
so that no one except P can know its value. Then, P stores its
individual data Dp(1), Dp(2), ---, Dp(Q) in the distributed data
storage together with the credential and the encrypted unique
random number without disclosing its identity. In detail, for
each data item Dp(q), P transforms credential Tp(0) to Tp(q) to
disable others to link Dp(q) to other data item Dp(qx) (q # q),
proves its eligibility by showing Tp(q), after that stores Dp(q)
together with its encrypted form E"(k-, Dp(q)), where k+ and g«
below represent secret encryption keys of multiple independent
sub-authorities as shown later. Also, P attaches credential Tp(q)
and unique random number Np in form E(g«, Np(q), 1pq). Here
I'pq 1S @ random integer that makes the encryption result unique,
i.e. although both E(g-, Np, rpq) and E(g-, Np, 1p;) are decrypted
to Np, entities other than P cannot know that E(gx, Np, rpq) and
E(g+, Np, 1pj) are the encrypted forms of the same number.
Then, no one other than P can link Dp(1), ---, Dp(Q).

Member registration part
verify P’s eligibility
generate credential Tp(0), and
unique unknown random number Np

P’s identity
1st linear mix-net part

Di(q), E'(k-, Dp(q))
Te(q), E(g+, Ne, 1pq)
decrypt individual data partially

find sum ﬂ

Dp(1)+ -+ Dp(Q) Bulletin board (BB) part

disclose partially decrypted data,
disclose the decrypted sums

/ 2nd linear mix-net part

find dishonest Te'(1) |"Tp"(1) | cajculat foartially decrvoted
and identify the owner| fi;ait;u ale Sitms o partiatly Gectyple

of Te (1) decrypt sums of partially decrypted
data

Dishonest entity
identification part

Fig. 1. Configuration of the anonymous data collection system

After that, each triple {E*(k*, De(q)), Tr(q), E(g+, Np, 1pq)}
in the distributed data storage is decrypted (actually Tp(q) is
encrypted) by the 1st linear mix-net to be put in the BB while
being shuffled with other triples. Here, although E(g«, Np, 1pq)
is decrypted to Np and Tp(q) is encrypted to Tp (q), E'(k,
Dy(q)) is decrypted only partially into E"(kz«, Dp(q)), therefore
anyone cannot know the correspondence between E'(kz»,
Dp(q)) and Dp(q). But because all data owned by P are
accompanied by Np, S can collect P’s data E'(kzs, Dp(1)), ---,
E"(kz+, Dp(Q)) to calculate their sum and attach Np and Tp (1)
to the sum. In addition, E"(kz+, X) is configured as an additive
encryption function, therefore the 2nd linear mix-net can
decrypt the sum to Dp(1) + Dp(2) + --- + Dp(M) to be disclosed
in the BB together with Np and Tp (1).

As a consequence, P can identify the sum of its data in the
BB based on Np (P knows Np) and can begin the required

actions about the sum, but entities other than P cannot know
the correspondence between P and the sum, because Np is
known only to P. Nevertheless, credential Tp (1) attached to the
sum enables the dishonest entity identification part to identify
P when it does not complete the required actions without
knowing any secret of honest members. Namely as discussed
later, used seal of credential Tp'(1) forces P to disclose its
identity. Then, if P is a manufacturing company and each Dp(q)
is the fee for maintaining machine M, owned by P for example,
remote maintenance company S can force P to honestly pay
fees for services it provided for machines owned by P, on the
other hand, P can conceal its individual machines and their
hours of operations from S.

III. UNKNOWN UNIQUE NUMBER GENERATOR

To generate unique secret integer Np authority S is
constituted by multiple mutually independent sub-authorities S;,
-, Sz, Sz+1, ---, Sj, and member P and Sz.;, ---, S; behave as
follows [8]. Firstly, each authority S, generates its secret
integer p(h), and informs authority S (representative of Sy, ---,
S;) of C*™_ 4 5. Where B is a publicly known appropriate large
integer, therefore, it is practically impossible for anyone other
than Sy, to know p(h) from Cp(h)mod B, 1.e. calculating p(h) from
CcP® s is a discrete logarithm problem. After receiving
CP® g from each Sy, S calculates CN* = CPEDCPE2___cpd) =
CP@ @Dt =) (i the followings notation e is omitted
when confusions can be avoided) and asks each Sy, to disclose
p(h) to P when C"* did not appear before. Then, P calculates
Np = p(Z+1)+p(Z+2)+ --- +p(J) and finally encrypts it to E(gx,
Np, I'p]), E(g*, Np, I'pz), -, E(g*, Np, I'pQ) by uSing publlc
encryption keys gz.1, ---, g5 of Szi1, ---, S;. Where, E(g«, Np,
I'pq) = E(gJ, E(gJ_l, --- E(gzﬂ, Np, I'pq) === )), and Tpq is P’s secret
integer that makes encryption function E(gx, X) probabilistic as
mentioned before.

In the above, each S, does not know p(j) generated by other
authority §;, therefore no single entity except P can know Np.
Because P defines 1py, p;, ---, Ipg independently, no one except
P can know the linkage between E(g«, Np, rpy) and E(g«, Np, 1p;)
when h # j either. Also, apparently uniqueness of Np is ensured,
and at the same time confidentiality of Np is maintained even
when same value C'* appears repeatedly, because each S
knows only p(h).

IV. LINEAR MIX-NET

A linear mix-net is a mix-net, in which linear equation
based encryption functions are exploited. Namely as shown in
Fig. 2, authorities Sy, ---, Sz+1, Sz, ---, S; in the 1st and the 2nd
linear mix-nets decrypt E"(k+, Dp(q)) = E'(k;, E'(ky.;, - E'(k;,
Dp(q)) ---)), member P’s data Dp(q) repeatedly encrypted by
secret keys ki, ky, --—-, ky of Sy, Sy, ---, S;, into Dp(q) while
shuffling individual decryption results with those owned by
other members (actually Sz, ---, S; in the 2nd linear mix-net do
not need to shuffle their decryption results), therefore no single
entity other than P can identify the correspondence between
E'(ke, Dp(@)) and E'(kie, Do(@) = Bk, Bk, - E'(ks,
Dp(q)) ---)) for any h (i.e. Dp(q) and E (kp+, Dp(q)).



Here, one of distinctive features of each encryption
function E'(ky, X) is it can handle real numbers as same as
integers, therefore, member P and authorities can encrypt and
decrypt their relevant data efficiently even the data are real
numbers. As another important feature, E'(ky, X) is additive, i.e.
relation aE’(ky, X)+bE (ky, y) = E(kn, ax+by) holds for any real
numbers a and b. Therefore, when the 1st linear mix-net Sy, ---,
Sz+1 decrypts each E"(ks, Dp(q)) to E"(kzs, Dp(q)) and calculates
sum E’(kzx, Dp(1)) + - + E’(kzv, Dp(Q)), the sum coincides

with E*(kzs, Dp(1) + --- + Dp(Q)) as shown at the bottom of Fig.

2, and Totalp = Dp(1) + --- + Dp(Q) is revealed when E’(kz»,
Dp(1) + --- + Dp(Q)) is decrypted by the 2nd linear mix-net S,
---, S1. Then, S can know that the sum of data owned by some
entity is Totalp, but no one except P can know the linkage
between Dp(1), --- , Dp(Q) or the correspondence between P
and Totalp.

About Fig. 2, it must be noted that P encrypts Np by public
encryption keys of only authorities Sz., ---, S;. This means all
decryption results E'(kze, Dp(1)), -—-, E'(kz, Dp(Q))
corresponding to P are accompanied by same integer Np,
therefore, Sz, can collect E*(kzx, Dp(1)), - , E"(kzx, Dp(Q)) to
calculate their sum E’(kzs, Dp(1) + --- + Dp(Q)).

E(kn, X) with the above features can be constructed as
below. Namely, E*(kh, X) transforms X to vector {m;, my, ---,
mg} that is calculated as in Eq. 1, where coefficient matrix

{k(h)y} constitutes secret key ky, of Sy, and uy, uy, ---, ug are
real numbers secrets of S, [6][8]. Then, entities that do not
know matrix {k(h)y} cannot calculate X from {m;, m,, ---, mg},

but Sy, that knows {k(h)y} can solve Eq. 1 to know X.

m; = k(h);; X+ k(h),u; + --- + k(h)gug.1
m, = k(h)21 X+ k(h)zzl,l] + --- + k(h)zGuG-l

(1

mg = k(h)gi X+ k(h)gou; + --- + k(h)gguc-|

As widely known, linear equation based encryption
functions are weak against plaintext attacks, where an entity
illegitimately knows secret keys based on known plain text
and their encrypted form pairs (e.g. it is easy to calculate
{k(h)y} in Eq. 1 when G-mutually independent vectors and
their decrypted values are given). But in this scheme, S, itself
that encrypts X decrypts {mj, my, ---, mg}, therefore plain text
that includes secret numbers u;, u,, ---, Ug.; is never disclosed
to others. Also, encrypted form of X can be constructed as {m;,
m,, d;, mz, dy,---} while being merged with secret dummy
elements {d;, ---, dg«}, and m; can be represented as the sum
of multiple elements {mj;, myp, ---, my+} if necessary, therefore
plain text attacks become extremely difficult.

However different from usual mix-nets, encryption key k;
of E*(kh, X) is a secret of Sy, therefore P must ask S;, ---, Sy to
encrypt each Dp(q), and as a result, although P is anonymous
Sy can know the linkage between Dp(q) and partially decrypted
form E"(ky+, Dp(q)), because Sy itself calculates E"(ky, Dp(q))
from E*(k(h_l)*, Dp(q)) at a time when P asks authorities to
encrypt Dp(q) to E'(k, Dp(q)). To disable S, to know this
linkage, P constructs E"(k+, Dp(q)) as follows.

As shown in the upper part of Fig.2, firstly P asks S;, ---,
S; to repeatedly encrypt Dp(q) to E(k«, Dp(q)) = E(kj, E(ky.;, --
- E(ky, Dp(q)) ---)), where E(ky, Dp(q)) is calculated as linear
combinations of Dp(q) and secret random numbers as same as
E"(ky,, Dp(q)) shown in Eq. 1. After that P generates its secret
numbers a;4(P), a(P), --- , aq(P) and calculates E"(ks,
Dp()) as E (k, Di(@)) = E(ke, Dp(q)) + &14(P)E(ks, 0;) + - +
a q(P)E(k+, 0p). Here, each E(kx, 0;) is an encrypted form of 0
that is calculated by S, ---, Sj in advance. Then, E*(k*, D»y(q))
is still decrypted to Dp(q), but S, cannot know the
correspondence between E(kys, Dp(q)) and E'(kys, Dp(q)),
because a,4(P), --- , a.q(P) are secrets of P.

Encryption part

E(ki,De(q)) E(ky.1,--E(ki,Dp(q))--)

—> S

p

A*,Dp«m
e 3 L @ Do POug Di(1)+ -+ +Dp(Q)
E(g+, Np, 1pq), Tp(q) N, Tp (q)

1{F

Sl :VI\ SZ

Sy Sy
E*(ku- yDr(q))
E(gg-1fs Np, qu)
T (J-1)
P q) Siy
Sz
ﬂ E'(kg1.De(1)+ - + Dr(Q)) ﬁ
Ne, T (9)
SZ+I ~ SZ
E'(kz+,Dp(1)+ - + Dp(Q))
Ist linear mix-net [ Np, Tp (q) 2nd linear mix-net

Fig. 2. Linear min-net

There are 2 problems in implementing the above scheme,
the one is that S, may calculate E(k«, Dp(q)) dishonestly, and
the other is that P may construct E*(k«, Dp(q)) dishonestly, e.g.
P must pay more than it is responsible as machine
maintenance fees in the former case, and in the latter case S
cannot collect exact fees from P. Fortunately E(k:, X) and
E"(k, X) can be made verifiable because they are additive.

About the former threat conceptually, S prepares test bit
strings test(1), test(2), ---, test(L+), and Sy, ---, S; encrypt them
repeatedly to E(ks, test(1)), E(k+, test(2)), ---, E(ks, test(L+)) in
advance. After that at a time when S;, ---, S; calculate E(ks,
Dp(q)), P asks them to decrypt E(k-, test) = E(k«, Dp(q)) +
qu(P)E(k*, test(l)) + - + VL*q(P)E(k*, test(L*)) while
generating its secret numbers V,¢(P), Voq(P) ---, Vi+(P). Then,
P can convince itself that Sy, ---, Sj are honest if the decryption
result coincides with test = Dp(q) + vio(P)test(l) + - +
Vpsg(P)test(L«). Namely, if E(k«, Dp(q)) is correct, Sy, ---, Sy
that know their secret keys can easily decrypt E(ks, test) to
test, but if E(k+, Dp(q)) is incorrect, they cannot calculate test
because they do not know Vq(P), ---, VL«q(P). Actually, E(k«,
Dp(q)) is a G-dimensional vector, and each S; can obtain G-
equations to calculate v 4(P), ---, Vi +((P). Therefore, L« must
be greater than G, and this means P can obtain many plain



texts and their encrypted forms pairs if L« is large. Although
the scheme is still strong enough, to make the scheme more
secure L+ must remain as small as possible. A simple
extension makes L+ small enough [8].

The latter threat also can be removed, i.e. S can detect
dishonest construction of E"(kx, Dp(q)) and can identify the
corresponding dishonest entity P in the following way. Firstly,
S calculates Sum(q) = U;D1(q) + Uy Dz(q) + -+ quDL(q) (L
is the number of members) and E (k«, Sum(q)) = ulqE (k+,

Di(q)) + --- + urE *(ke, Dy(q)) while generatmg secret
numbers Ujq, ---, Urq, and S;, --- 81 decrypt E (k*, Sum(q)).
Then S convinces itself that each E (k+, Dp(q)) is correct when
E'(k+, Sum(q)) is decrypted to Sum(q). Namely, if E’(k,
Dyp(q)) is an encrypted form of X, E’(k+, Sum(q)) is decrypted
to Sum(q)+up(X - Dp(q)). On the other hand, each S;, can know
only a partially decrypted form E’(k,, Sum(q)), it cannot
know E*(kh*, Dp(q)), i.e. Sy cannot identify the correspondence
between E"(k», Dp(q)) and E" (Ky, Dp(q)). Because Ujq, ---, Urq
are secret of S, even conspiring entities P, and P, cannot
encrypt their data dishonestly either, i.e. although P, can
consistently calculate E"(k-, X) instead of E"(k«, Dp;(q)) as the
encrypted form of Dp(q) if P, calculates E"(k+, Dpx(q))-E"(k+,
(Upl/Upz)(X Dpl(q))) instead of E*(k*, Dpz(q)) either Pl or P2
that does mnot know Upig oOr Upp, cannot calculate
(Urp1)g/Up2)g)E (K, X-Dpi(Q))).

Once dishonesties are detected, for each triple {Dp(q),
E(k+, De(q)), Te(q)}, Sy, -, Si decrypt E(k«, Dp(q)), and if
E(k+, Dp(q)) is not decrypted to Dp(q), identify P as dishonest
entity while exploiting anonymous credential Tp(q) as will be
discussed later. However after dishonest entities are identified,
honest members must ask Sy, ---, Sy to encrypt their data again
to conceal linkages between their owning data.

V. ANONYMOUS TAG BASED CREDENTIALS

A. Anonymous Tags

An anonymous tag is a tag and associate tag parts pair {T,
T®}, i.e. tag owner P places T in the tag part and transforms it
to TR o B by its secret integer R to put the result in the
associate tag part [7], where as shown in Sec. III, B is an
appropriate integer common to all entities and large enough.
Also, P uses tag {T, T®} while transforming it to {T" mod B,
T eas} by its secret integer W, and entity S, transforms tags
it receives by its secret integer k;,. Therefore, {T, T} changes
ltS form as {TW(kl) TRW(kl) , {TW(kl)(kZ) TRW(kl)(kZ)} nd
(TWEDOS) PRWEDIDEN i this order when it is transformed
by P and 3 entities S, S,, S;. Then, anonymous tags satisfy the
following requirements, i.e.

1) anyone except P cannot identify P from its tag,

2) anyone except P cannot know that different forms of tag
{T, T®} are owned by a same entity, unless all relevant
entities conspire with each other, and

3) P can identify its tag without knowing secrets of others.

About requirement 3), P can identify its tag by
transforming the tag part by its secret R, e.g. P can identify
(TWEDGD) TRWEDGA2N a5 its tag by calculating the associate tag

part value from tag part value TV D®2) a5 (TWEDENR ‘Here, it

is apparent that P does not need to know secret integers k, ks, -
-- to identify its tags.

B. Anonymous Credentials Based on Anonymous Tags

Let Tp, k and ¢ be integers defined by authority S, and R
and W be secret integers defined by member P. Then, provided
that d; and d, are 2 secret signing keys of S and S(d1|| dz, X) is
RSA signature pair {S(d;, X) = x4 L od B S(d,, X) = x4 mod B},
signature pair S(d,||da, T KW CoRinod B) 1S an anonymous tag
based anonymous credential generated by S and given to P (it
must be noted that RSA signing function is multiplicative, i.e.
relation S(d, x)S(d, y) = S(d, xy) holds). Here, Tp, k and C are
publicly known integers, and different from k and ¢ that are
common to all credentials Tp and R are unique to credential
S(dy|da, TPR“KWCWR). Regarding K,, and C,,, P calculates them
as Ky = K"oas and Cy, = ¢" 10, respectively based on k and c.
Also uniqueness of P’s secret integer R can be maintained in
the same way as in Sec. L.

Member P Authority S

) . define integers k, ¢
P’s identity

kCTp

show identity of itself P authenticate P

generate integer Tp

generate secret integers |«
R, w and calculate

KW* k", Cy=c” Ky, Cu Tp", CWR generate X and calculate
T, Cw x X ko)X, (KwCu)%,
calculate &k, (TrCu) (ToCu)%, (TpRCLH

(ke)X™, (TpCu)*® verify (k6)X = (K, Cu)%,

(ke)2Y, (TpCy)*® 7

verify (TpCu)*® = (TpRCW*
S(did2, Te" 'KuCu®) [« sign on Tp*"'K,CyR
and save it S(dijdz, Tp* 'KuCy")
with Tp, Ky, Cy

Fig. 3. Issuing anonymous credentials

Fig. 3 shows the procedure in which S issues S(d;|dy,
TN 'K CyY) to P. Firstly, after verifying authenticity of P
based on P’s identity, S defines integer Tp, and P calculates K,
=k",C,=c"and pair T} and C,* while using its secrets w
and R, where {Tp, Tp"} constitutes an anonymous tag. Then S
generates credential S(d;d,, TPR+ K.CyY) to glve it to P. Here,
it must be noted that although Tp~, k", ¢" and C,* are disclosed,
to know w and R is practically impossible for S as mentioned
before. Nevertheless, S can confirm that P had calculated K,,
and C, as k and ¢ to the power of same w through the scheme
of Diffie and Hellman [1], i.e. S generates secret integer X to
calculate (kc)* and (K,C.)%, and asks P to calculate (kcy*"
while showing (kc)*. If P does not know W that satisfies
relation K,, = k" and C,, = ¢", it cannot calculate (ko)™ =
(KwCy)* from (kc)* without knowing S’s secret X (actually, it
is easy to find o and P that satisfy aff = (kc)" by defining o
arbitrarily and calculating p = (kc)"/o, and P can report o and
B to S instead of k" and " while calculating (o) that is equal
to (kc)*". However in this case, P that does not know y or &
that satisfies oo = k” or p = ¢® cannot calculate 0¥ = k™ or ¥ =

%Y when S generates secret integer Y and asks P to calculate
them from k¥ or ¢¥). In the same way, S can confirm that TR
and C,~ are equal to Tp and C,, to the power of same unknown
integer R.



After having obtained S(d;|d,, oY 'K, CyY), by generating
secret integer W, calculating S(d, | dy, TPRHK\,‘,CWR)W = S(d|dy,
(TPRHKWCWR)W) and showing it together with pr, KWW, GV
and C,*V, P can convince any entity V that it is an eligible
entity ensured by S without disclosing its identity as shown in
Fig. 4. Namely, V verifies that S(d;d, Tp""'K,Cy )" is the
legitimate signature pair on (Tp" 'K,C,5)V by using public
verification key pair d;« and d,« (pair S(d;|dy, X) is consistent
when not only S(d;, X) and S(d,, X) are consistent signatures but
also they are decrypted into same X), decomposes it into TV,
"V, KW and C,*Y based on the information given by P, and
confirms that P had calculated K,,¥ = k" and C,," = ¢V based
on integers Kk, ¢ and same unknown secret integer WW in the
same way as S had verified pair {Ky, Cy} in Fig. 3.

Then, because no one other than the legitimate holder of
S(didz, Tp""'KwCy) knows R, V can determine P is eligible
when P knows R. Where P can prove that it knows R without
disclosing R itself also through the scheme of Diffie and
Hellman [1], i.e. V calculates (Tp"C,")* and (TpRVC,M)*
while generating its secret integer X, and P that receives
(TpVCy™M)* calculates D = ((Tp"Cy™)*)® by using its secret R,
then finally, V determines that P knows R when relation D =
(TRVC™ ™) holds. Namely, although it is easy to calculate
(TPRWC\,‘,RW)X from (TPWCWW)X for an entity that knows R, for
entities that do not know R calculating (Tp""C,*™M)* is
practically impossible.

Member P

generate W
and construct decrypt

S(drjda, T TKWC™ [SWinda: Te'™ KuCuYI (s, T K,

TV, K", G, G} | TV, K™, €Y, GV | confirm (Te*'KuCu®)" is
the“Product of

(Te", TPRW’ wa’ CWRW}

Entity V

Xww X generate secret integer X
calculate (kc) (ke) calculate (ke)*  ~
(ko)™ and (K, "Cy")
P verify
o (Ko™ = (K, """
calculate I(?l":WC Wy P Cw calculate (TpVCy")X
P w 5 and (TPRWCWRW)X

A 4

verify D = (Tp"VC,M)*

Fig. 4. Veritying anonymous credentials

Now, the above procedures are characterized by the
following 4 properties, i.e.
1) P can obtain credential S(d; ||d,, TPRHKWCWR) from S only
through legitimate ways and only when it is eligible,
2) only P that knows integer R can prove the ownership of
S(dy I d,, TPRHKWCWR)9
3) no one except P can identify P from its credential S(d,|da,
T 'Ky CoD)Y. Provided that Wi, ---, Wy are different
integers secrets of P, no one other than P can know that
S(d;da, T "KuCu Y, -, S(dida, To" KWCy )™ are
different forms of same credential S(d,|d,, T Ky CoY)
either, and
4) P that shows credential S(d,d, T 'Ky CyM)Y can prove
its ownership only when it calculates D = (Tp"C,")™® as
(TpVCy ™)™ to the power of exactly R.

In addition, any entity can verify the validity of S(d,|d,,
Trt 'K Cy ) because verification keys dy» and d« are publicly
known and (TPRHKWCWR)W is decomposed into TpX", Tp", K"
and C,*V by P itself. Here, property 4) in the above are
ensured because V examines whether K," and C," are
calculated as publicly known integers k and ¢ to the power of
same unknown integer WW, and TV and CXV are equal to
Tp" and C,," to the power of same unknown integer R, in the
same way as S in Fig. 3 examines relation K,, = k" and C,, = ¢".
Also a signature pair disables entities to forge a credential
while generating o, B and & arbitrarily and calculating o”k°c™ to
transform it by a publicly known verification key.

About anonymity of credentials, when 2 entities P and P-
use S(dijdz, TpX'KuCy)™ and S(dijds, Tps" "' KynCo )™
while defining integer pairs {w, W} and {w:, W} in the way
relation WW = w«W: holds by chance, S (it is assumed that
authority S itself verifies credentials) can detect this fact by
duplicated appearances of K,," (= k™V) and if S is conspiring
with Ps, it can know WW (= w«W+) by asking it to P«. But S
cannot identify P from wW, i.e. S that knows only WW cannot
extract W and calculate TJW for each T; it had assigned to
member P; to compare the result with Tp" that P shows
together with S(d;da, Tp" ' KuCy)".

C. Anonymous Tag Based Credentials in the Proposed Scheme

One of advantages of anonymous tag based credentials is
member P can show credential S(d;|dy, TPRHKWCWR)
repeatedly while changing its forms without being detected by
others that its showing forms were generated from same
S(dyda, Tt KW CoD). Namely, provided that P assigns
different values to Wy, ---, Wy, no one except P can know that
Sy, TeN'KWCWOY, - S(dijda, ToN'KGCHOMY are
shown by P. While exploiting this property, credentials Tp(0),
Tp(1), ---, Tp(Q) in Sec. II can be implemented as S(d,|d,,
TPRHKWCWR)s S(dl " dz, TPRHKWCWR)WI» ) S(dl || d2:
To¥ KW CyHYQ, respectively.

As another feature relates to data collection systems,
anonymous tag based credentials enable authority S to identify
dishonest members of course without knowing privacy of
honest entities. To identify dishonest members, when P puts
data Dp(q) in the distributed data storage while showing
credential S(ddz, Tp""'KyCy)", S memorizes pair {Up(q),
Up(q)®} as a data registration record. Here, S defines Up(q) as
an integer unique to data Dp(q). Up(q)® is the used seal of tag
{Tp, Tp"} and S asks P to calculate it based on credential
S(dy|da, TPR”KWCWR)WC‘. Under these settings, if S detects that
no entity completes actions about the sum accompanied by
{Up(1), Up(1)*}, each member P. is requested to calculate
Up(1)" from its credential S(d; da, Tp" Ky+Cys") and Up(1)
in dishonest data registration record {Up(1), Up(1)*}. Then, S
can identify P: as the entity responsible for the actions when
Up(1)® coincides with Up(1)® (i.e. when R = R”). On the other
hand, P+ can conceal the linkage between it and its data if it is
honest, because it is practically impossible to know Up«(1)*"
that P» had left in the data registration records from Up(l)R*.

In the above, S can force P to honestly calculate Up(q)" at a
time when P registers Dp(q) as below. Namely, S asks P to



calculate D = {(Tp"C,")}%, A = Up@" and B =
{(Up(q)Tp"C, ")Y*I® while showing (Tp"C,")~, Up(q) and
(Up(@)TpVC,™)™Y, where X and Y are S’s secret integers. After
that, S examines whether relations D = (TpRWCW]W‘])X and B =
(A*)DY hold or not. Then, if P calculates A dishonestly as
Up(q)? (Q # R), because D must be equal to {(Tp"Cy" Y }*
(according to property-4 in the previous subsection, if P
calculates D differently it cannot show the ownership of {Tp,
Tp"}), P must calculate B so that it coincides with (A*")DY =
(Up(@)FNTRVC,M)Y™Y), but P that does not know X or Y
cannot calculate Up(q)*Y. In the same way, S can force P to
honestly calculate Up(q)?", when S detects existences of
dishonest members.

But actually data registration record {Up(1), Up(D)"} is
encrypted by Sj, ---, S, together with Tp(1) = S(d;|dy,
TPRHKWCWR)Wl as shown in Fig. 2. Namely, the 2nd linear
mix-net transforms {Up(1), Up(1)?} to {Up(1) @ DD
Up(D)NE D 8 = {Up(1D)% 1mod B, Up(1)*moa 8} by
secret keys ey, ---, €, of S}, ---, S,41. Therefore, dishonest data
registration record {Up(1), Up(1)*} in the above must be
replaced by {Up(1)°", Up(1)*"}.

Used seals solve also a problem, in which P+ that conspires
with S and obtained D = (Tp"C,,")*® that was calculated by P
impersonates P, the owner of credential S(d, ﬂdz’ TPR”KWCWR).
Namely, although P+ can know S(d;|d,, Tp" 'K,Cy")" and D
= (Tp"'C,")™ after P had used S(d;d>, Tp""'K,Cy")", and S
and P can jointly generate integers X and W so that P« can
use S(d, TyM'KKMHYW'  while calculating DY =
(TPWCWW)XRW*X* that is consistent with R, either P« or S that
does not know R cannot calculate Up+(m)® (m > n) consistently
(here, it is assumed that P had left used seals Up(1)%, Up(2)¥, -,
Up(n)® before). Although P. can leave Up(n)® that P had
calculated before or inconsistent value U as its used seal, S
must reject Up(n)® because it is shown repeatedly, also S
cannot impute the liability of this dishonesty by using U
because it cannot identify P from U.

By exploiting used seals S can also limit the numbers of
times that members can use same credentials. Namely, in the
credential verification procedure shown in Fig. 4, P is
requested also to declare n, the number of times that it had used
S(dy|da, T 'K CyY) before, and S calculates used seal U(n)",
where U(n) is an integer defined by S and common to all
members but unique to n. Then, because U(n)" is unique to pair
{P, n}, S can reject excessively shown S(d;|d,, TPRHKWCWR),
i.e. S memorizes pair {n, U)*} and rejects P’s credential
when P declares a value more than the limit as n or when pair
{n, U(n)*} had appeared already.

As the conclusion of this section, when compared with
ZKP based anonymous credentials, which require numbers of
interactive or non-interactive challenges and responses between
P and S, procedures in this section require P to calculate only
values D = (Tp"Cy")™, A = Upq® and B =
{(Up(Tp"Cy)* IR, Therefore, anonymous tag based
credentials enable developments of highly efficient data
collection systems. Also, although all entities are required to
carry out the dishonest entity identification procedure when

dishonest events are detected, inconveniences caused by S’s
inquiries are mitigated if the procedures are included in
payment processes for services.

VI. PROTECTING THE SCHEME FROM OTHER DISHONESTIES

As other kind of dishonest behaviors, member P may put
its data Dp(q) with an encrypted number that cannot be
decrypted to Np. For example, when P puts Dp(q) with an
encrypted number that is decrypted to Np+ or to invalid value
Ny, member P~ becomes the one that is responsible for actions
corresponding to Dp(q) or authority S cannot correctly collect
data from P. But, S can easily detect this dishonesty as
duplicated appearances of Np« for E (kz+, Dp(q)) and E'(kz»,
Dyp+(q)) in the BB, or E’(kz+, Dp(q)) in the BB accompanied by
invalid Ny. Also P is identified as a liable member by using a
credential attached to E"(kz+, Dp(q)).

VII. CONCLUSION

A scheme for collecting data owned by anonymous entities
and calculating their aggregate values while preserving
privacies of individual entities is proposed. Although only
summations were considered as aggregation operations, slight
modifications of the scheme enable authorities to calculate also
general polynomials of anonymous data [8]. In addition,
computation volumes can be maintained as low as that for
summations when the polynomial functions are not so
complicated. Then, it becomes possible to use the scheme in
various applications such as medical records processing in
addition to those in e-governance and cloud computing systems.
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